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Attekintés
7
e Internet of Things, Cyber-Physical Systems, ...

- atfedések a buzzword-ok kozott

e Internet of HACKABLE Things

- esettanulmanyok

e Smart & Intelligens szenzorok
e Az |loT architektura rétegei

— mas-mas biztonsagi kihivasok

e Biztonsagi megoldasok a szenzor retegben

loT szenzorok biztonsagi kérdései és
megoldasuk



Pokerparti?

Casino Gets Hacked Through Its Internet-Connected Fish
Tank Thermometer

i Sund :'*_,-I_-‘-.|::' 15, 2018 I & Wang We

A hackereknek sikerllt kihasznalni a kaszino elbterében leévd akvarium (netre kapcsolt)
termosztatjanak sérilekenységet. Amint bejutottak, hozzafértek a ,high roller”
3 adatbazishoz, &s a termosztaton keresztill kijuttattak a publikus internetre az adataikat.



Welcome to the smart home ... of || Cyber security: Attack of the health
horror! hackers

Kara Scanne | anc Gira Chor
t By Gbne MicDonald. i —y ]
ay Ghave ‘ Austhor siera~ ) Mir: ¥ Cop - Corwrentn

Sycwrity ivsurs gre darkoming e fuliere of homw sutomatioy and ibe Irterme. of things
Breach of Anthem database, probably from China, is part of a
2015 wave of 100m hacked medical records

Despite reports of hacking, baby Pervasive Health Care
monitors remain woefully insecure | Applications Face Tough
Researchars from Ragpid? founc serious

L]
Julnerabilities in nine video baby monitor devices sl el Secunt}’ Challﬂ"ge'ﬁ

m Welraime Lo L

Frwe Shorfpnd

...It's Actually Worse
Than You Think...

WATIIBE | NEWES CEATIIDE
AT IS JEVWS FEATURE -

From Prof. Nicela Drageni, @ ETFA 2018
<

What could derail the wearables revolution?

Electronic gadgets on — and in — our bodies are multiplying fast, but transmittina all thair

dala safely will be a challenge. . .
Researchers Hack Fingerprint

o ) ) Sensors Using Ink-Jet Printer
Hackers Killed a Simulated | Author: SecureWorid

3y Human By Turning Off Its —
Pacemaker Hackers Love the Internet of Things
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Egy tipikus loT architektura

Example

: i i loT System .
Physical World  /7ve enivbased y Interactions
Give me the

aspects of Physical World
indoor

> temperature in

Room 1.23
e

Set light level

Virtual In Room 2.57

- m 15
Associationof loT Services Entity
to modelled Virtual Entities Level ~

Give me the
value of
Sensor 456

Resources
exposedas loT
Services measure,

observe and loT Service ™~

Physical World Set Actuator 867

To “on”

——
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Humans in the Loop )

e [ enme | - Kiberfizikai

Natwurked and for Distributed

auaion) Fendszerek
)-{ Adaptive and Predictive ) - Cyber-Physical
Systems (CPS)

Real Time

http://cyberphysicalsystems. org/

Models of
Computation
=
rogeneous
Malicious Artacks ) Models aﬁmﬂhm
Intrusion Detection )
/,—*"(Im proved Design Tmls) .__-]-( Interoperability )
THAT
\t lmm.ﬁ ar \(Tlmt mm')
Design Methodology )_m.,..' Scalabily (Hodularitf and Cmposabiﬂtf)
and THROUGH

Complexity ‘.Svnthe 5is
Management
Interfacing with
Legacy Systems




Alkalmazasi teriletek atfedésel
e ——

Targyak
EHREE
(loT)

lpari loT
(lloT)

Kiberfizikai
rendszerek

(CPS)

Kiberfizikai
gyarto-
rendszerek
(CPPS)




Internet of Hackable Things — Proven

e Okos otthon

- Vasalo, vizforrald L )
_ Egék 3 i

- TV, radio, kommunikacios eszkdzok
_ Bébifigyeld
— PlUSS]étékOk (4.8M sziil6, 6 4M gyerek személyes

adata, 2 millid hangfelvetel szivargott ki ... eddig ismert modon)

- Termosztat

- Konyhai gépek

- Viztisztitok

- Okosorak, kamerak
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The ..lﬂy of Tech.. by Nitrozac & Snaggy

The Internet of ransomware things...

ON STRIKE
UNTIL YOU

HUNGRY?

PAY UP AND SEND MONEY 20 BUCKS
ILL UNLOCK TO MY N MY PAYPAL
MY DOOR! HACKERS. ACCOUNT I'LL BE
: OR g;lilé 3HI-? Bunmutg ;HE
TOAST IF YOU
DECAF! DONT GET
ME SOME

DOUGH!

1

=
YOUR DIRTY
DISHES CAN

OR I'LL REVERSE
| MY MOTOR AND
BLOW DIRT ALL

OVER THIS
PLACE/

ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

IF YOU DONT
SEND US CASH,
YOUR REPUTATION

WILL BE IN THE
TRASH.

EXCUSE US
WHILE WE

WAIT, I'M PARTICIPATE
HACKER $100 BUSY MINING y
BITCOINS. IN A DDOS

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

SEND ME 425 OR
ILL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOMW

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEMIS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

I’M TURNING
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
ACCOUNT!




Szenzor tipusok
—

- -

/ . Machine Vision / Optical
( @ -': Ambient nght
s

@) Position / Presence / Proximity

&)
(=
i Acceleration / Tilt Motion / Velocity / Displacement
2 (TR Es
Temperature
Electric / Magnetic peratu

;

Humidity / Moisture

Leaks / Levels

) i— Acoustic / Sound / Vibration
|
b 4 ‘e
Force f Load / Torque . Hel's |
Strain / Pressure Chemical / Gas
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Altalanos szenzor modell

Erzékeld
elem

Tapellatas

Szenzor

Adat-
ma kOnverzios
funkciok

Adatatviteli Radiods
Optimalizalas

Intelligens
funkciok
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Smart szenzorok

e Adatmanipulacio tipusa
- Formazas

N Formatting, — Sienal AB.C
_ Gazdagitas S etc. ana s
_ Ty
- Transzformacié S - .
P v % » Signal A’,B',C
- Fuzié 5 >
- Intelligents funkcio =
- ignal f{C) £
_ Szoft Szensor — = sgnalfic) 5
- &5 =
O = &
E E 5 IBCE
= i 1
e Soft szenzor 2 - B -

— Virtualis szenzor

-~ Transzformacio + Fuzié
© Moldovan Istvan, BME - MANTIS
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Intelligens szenzorok
T

e Sclf-identification — kepes azonositani magat
e Seclf-testing — képes teszteket végrehajtani magan

e Self-validation — képes validalni a mukodesét, vagy
validalni a kimenetét
- Pl. pontossag-mercet adni a kimenethez:

2015-10-01T0O0:00: 02400: 00 , temp=12.3 C
2015-10-01T00: 00: 03400: 00 , temp=1l2.3 C
2015-10-01T00: 00: 04400: 00 , temp=1222.3 C
=2015-10-01TO0: 00: 05400: 00 , temp=1Z.4 C

2015-10-01T0O0:00: 02400: 00, temp=1Z.3

C,accuracy= +-0.2 C,confidence=99, errorflag=0
2015-10-01T00: 00: 03400: 00, temp=12.3 C,accuracy= +-0.2 C,confidence=99, errorflag=0
3
[

Z015-10-01T00: 00: 04+00: 00, temp=1ZZZ.
2015-10-01T00: 00: O5+00: 00, temp=1Z.4

e Self-adaptation — alkalmazkodas a kondiciokhoz (pl. skala)
e |ntelligent firmware update

loT szenzorok biztonsagi kérdései és
megoldasuk

C, accuracy= +-100 <, confidence=0,errorflag=1

saccuracy= +-10 <, confidence=10,errorflag=1



loT: Biztonsag és Titkossag

(Security, Safety and Privacy)
S

« Az loT rendszerek titoktartasi €s biztonsagi sajatossagai

Azonositasi (Identification and Authentication) kerdesek
Vezeteknélklli szenzorhalézatok loT biztonsagi kérdésel
Behatolasveédelem az loT terlleten

Kriptografia, adatbiztonsag, AAA és CIA az loT terlleten
Fizikai/MAC/Halézati tamadasok a Targyak Internete ellen
Csatornatitkositas a szenzorhalézatokban

Rétegeken ativeld tamadasok az loT terileten
Biztonsagi, emberi biztonsagi (Security and Safety),
valamint QoS kérdések egylttes kezelese

Big Data és Informacio-integritasi kerdések loT
Kommunikacio-biztonsag az loT terlleten

0T biztonsagi szabnamnysekbizonsagi kerdései és

megoldasuk



Az loT-rendszerek rétegei
- egy ,,vélemény” a sok kozul

loT szenzorok biztonsagi kérdései és
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Szenzor-réteg tamadas-tipusai
]
e [ampering
— fizikal moédositasok
e Az eszkdzon
e 2 kommunikacios csatornan

- hozzaférés, |D lopas/csere
e Eavesdropping — lehallgatas

e Denial of Service
- Jeltorzitas, jamming, (szélessavu?) radidzaj

e A szenzor minta DDoS tamadas eszkéze

loT szenzorok biztonsagi kérdései és
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Elosztott, reflektalt tamadasok szereploi

T
@ .%ﬁ\

"‘\,c?"

@

Attacker Qg)%% —<’%%, Victim
\ Nt
compromigsed hosts mnucem hnsts
Masters Agents Reflectors
From: X (spoofed) | |From: X (spoofed) || From: V (spoofed) |From:R
To: MasterM | |To: Zombie Z To: Reflector R, |To: VictmV

T. Dabendorfer et. al., 2005.,
Adaptive Distributed Traffic Control Service for DDoS Attack Mitigation
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delmi stratégiaik I

F

Fenyegetések

es ve

F 4

Layer Threat type Mitigation
Tampering tamper-resistant packaging
Physical Eavesdropping encryption, authorization
Denial of Service spread-spectrum techniques
Exhaustion
Collision
Unfairness
Spoofing active firewalls,
Networking | Selective forwarding passive monitoring (probing),
traffic admission control,
Sinkhole bi-directional link autentication
Wormbhole
Sybil
Flooding
Data Exhaustion traffic monitoring
processing | Malware malware detection
Client app. anti-virus filtering
Communication
Integrity testing
Application | Modifications validation

Multi-user access

process planning and design

Data access

Traceability

loT szenzorok biztonsagi kerdesei és

megoldasuk




Javasolt hozzaallas

Get loT systems certified b _ ‘
for compliance (ex: IT ~ «—————— _ o mﬂﬂ' "erﬂmmrwamlymgoa;
security Common Criteria) Risk disrupiive _
Certification Analysis S
Conduct application security Design hardware
testing, functional testing i
and penetration testing secure from the
for hardware and or o
software components ound
Follow secure coding
best practices to prevent
the creation of security
Capgemini & Sogeti High Tech: vulnerabilities in the code

Securing the Internet of Things

. Opportunity loT szenzorok biztonsagi kérdései és

megoldasuk



Kosz6nOm a figyelmet!
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BME
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