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12/F. © A poszt-kvantumtitkositas alkalmazasra kotelezett szervezet védelme

T 22/FE. § © A poszt-kvantumtitkositas alkalmazasra kotelezett szervezet a jogszabalyban meghatarozott feladatainak ellatasa korében
koteles a fizikailag elkuilonitett helyszinei kozotti kormanyzati celu halozaton, tovabba a publikus internet felileten zajlo, az elektronikus
hirkozlési torveny szerinti szolgaltato igénybevételével vagy egyéb informacios tarsadalommal osszefiiggo szolgaltatas igenybevetele
esetén poszt-kvantumtitkositas alkalmazast annak kiépitéséhez az alkalmazas nydjtasara jogosult, nyilvantartasba vett szervezettol
beszerezni, és a kezeleseben allo halozatain a vedelmet kialakitani, annak erdekeben, hogy az elektronikus uton torteno
informacioaramlas a kvantumszamitogep okozta kibertamadas ellen biztositott legyen.

12/G. © A poszt-kvantumtitkositas alkalmazast nyijto szervezetre vonatkozo feltételek

-

 Ingyen Jogtir
T 22/G.§ * (1) Kizarolag olyan szervezet nyGjthat poszt-kvantumtitkositas alkalmazast a poszt-kvantumtitkositasra kotelezett szervezet
szamara (a tovabbiakban: poszt-kvantumtitkositas alkalmazast nyiijto szervezet), amely

T g) nemzetbiztonsagi kockazatot nem jelent és S—
T b)a22/H. § szerinti kévetelményeknek megfelel. Ingyen Cegtar

T (2) Az (1) bekezdéshen foglaltak alapjan a tan(sitasi eljarasban torténd részvételre kizarolag olyan gazdasagi szerepld jelentkezhet,
Meni megjelenitése
. ceart [\

[ |




- - K tum-
Hagyomanyos gép bbb
szamitogep
50 éves mult, emulatorok
Bonyolult, kulonbozd fizikai hattér

Kettes szamrendszer (nullak és egyesek)
Memoériaban tarolt program és adatok

® Soros utasitds-végrehajtés ® Abszolut nulla fok kozeli mikodés
® Univerzalis haszndlhatdsag ® Nem csak nullédk és egyesek wvannak, qubit
®* ¥iforrott technika ® Az eredmény 1s csak egy valdszinlséqg

Kiolvasasi problémak (quantum measurement)
Uj algoritmusok, pl. shore
Csak specialis feladatokra hasznalhato



b. Expanding the Limits of Physical Theory
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Te 1 ep O rtal a S ’ fe re glyUkak : - ) “ITIhe field should think carefully about which key, longstanding questions in physics could

be solved using quantum technology.” — RFl response

Research in QIS has begun to shed light on other interwoven areas of physics and other scientific fields.
For example, research on entanglement can address fundamental questions about the emergence of
spacetime, entropy of black holes, correspondence with wormholes, and the foundations of
thermodynamics. Research areas described in workshop reports and RFI responses include: how
quantum computational analysis of quantum walks can extend scattering theory; how quantum error
correction codes and multipartite entanglement can inform searches for new phases of matter and
topological states; and how the anti-de Sitter/conformal field theory (AdS/CFT) correspondence and

QUAN TUM FRONTIERS associated dictionary for translating results can be used to inform quantum gravity theory, and explore

i properties of gauge theories at strong coupling where perturbative analysis is not possible.
REPORT ON COMMUNITY INPUT TO THE NATION'S Furthermore, quantum networks and computers can test quantum mechanics in new regimes by
STRATEGY FOR QUANTUM INFORMATION SCIENCE exploring fundamental limits for coherence and entanglement. QIS can help explore the question,

“What credible deviations from conventional quantum theory are experimentally testable?” (e.g.,
gravitationally induced decoherence, spontaneous wavefunction collapse models, or nonlinear

corrections to the Schroedinger equation).

https://www.quantum.gov/wp-content/uploads/2020/10/QuantumFrontiers.pdf




EUROPEAN. UNION3*

A kvantumtechnoldgiai kutatasra forditott éves kiadasok becslése (mE) UNITED STATES
Cél: a kvantumfoléeny elérese 20 - CHINA
2(: GEBMANY

BRITAIN
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JAPAN
FRANCE
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DENMARK
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f “ 12 POLAND

Source: McKinsey o #Combined estimated budget for EU countries

Strategiai cel o ons




C ”

o ' ada>
: éde\e“‘:‘a\c\(eftam
. L :
imprﬁ;:f;ﬂf" T | \é-z.sihadt
310 Ty, , :

«1Ta be g Pannon Egyetem
H Ormatikai rendszerét
it Lk
iy e [T
ki llggg, IMta: Dajke Pél Forras; I7 cafs
A napokban €gY Ujabb adatbiztunség: Incidensre deriilt fény mely tjra 3 Panno
ST tedp loggs — teljes Pontossaggs| még nem lehet Megallapitan;, hogy mi js tortént, most Igyeksziink Osszefoglalnj a7
nk, eddigi tényeket.
s, L Az Ismeretien Hacker Jelentkezik
Tuk f |
m"m'“fﬂrn;-,k ke ,fmw Cépg
iy h‘"“i?,i.m'f g Ly mt_‘ﬂ”  Februar 23.5, CBY Ismeretlen (a tovabbiakban hacker) kérlevelet kiildétt 5 Mmagyar sajts jo Néhany
Ban, STiami; h’:”‘f ta ,.jnkﬂ - SZerepldjének, '8Y az IT café-nak Is, mely 3 kﬁvetkeznkeppen kezdédett: " ﬂdvﬁzfetem. Csatolva ¢ Pannon
LU ay ~5t E.::i “IT. ne Virsl Egyetem €ptunkédjaingk és Jelszavainak €8y része didkoké, tandroke()” a levé mellékletében két tablazat
'Ler;u ) Tth "-3'3-'3-{‘ Szerepelt: a7 €gyikben 27 tanar, 3 Mmasikban 500 hallgatg adataj SZerepeltek, A tandri tablazat volt a
N a‘.:L b‘:’ﬂ'!t-‘iz 4y b"-'ﬁi.u teljesebb, jtt 5 Neptun-kéq (azonositg) mellett SZerepelt tébhek K6z6tt €EY Jelszd, az e Mail ¢im és 3 teljes
U sy “-Hiimut;, Ej‘?ﬂ-\_ a1y ""ﬂ’zﬂsﬂ, NEV. A hallgats tablazatban j Neptun-kgqg mellett tobhek kGzott (kbriilbelg| 9z esetek felében
. B i [y e harmadahan] SZerepelt egy jelszg, Mindenking| i
Lige Sy luyy, Uy, L
Cle= L

¢ 135 millio’

f ’nb 1St‘u"r;ﬂl lleIT‘llDO
dlc

Csizmazia D

Tessék, itt a ke

2r) Osszeget]
¢ dollar) OS
5 (45T ezZ€
ofelelo

: a 1
0 I

e ll \—-‘--‘
formaciok kozott a hallg
into




w haveibeenpwned.com/PwnedWebsites C @ [T}

':—— Have | Been Pwned: Pwned websites
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Adobe

In October 2013, 153 million Adobe accounts were breached with each containing an internal ID,
username, email, encrypled password and a password hint in plaintext. The password cryptography
was poorly done and many were quickly resolved back to plain text. The unencrypted hints also
disclosed much about the passwords adding further to the risk that hundreds of millions of Adobe
customers already faced.

Breach date: 4 October 2013

Date added to HIBP: 4 December 2013

Compromised accounts: 152,445,165

Compromised data: Email addresses, Password hints, Passwords, Usernames
Permalink

Adult FriendFinder (2015) €

In May 2015, the adult hookup site Adult FriendFinder was hacked and nearly 4 million records
dumped publicly. The data dump included extremely sensitive personal information about individuals
and their relationship statuses and sexual preferences combined with personally identifiable
information.

Breach date: 21 May 2015

Date added to HIBP: 22 May 2015

Compromised accounts: 3,867,997

Compromised data: Dates of birth, Email addresses, Genders, Geographic locations, |P addresses,
Races, Relationship statuses, Sexual orientations, Spoken languages, Usernames

Menu megjelenitése

https://havibeenpwned.com

S i 11,733,674,867 114,169 208,000,875

pwned websites pwned accounts pastes paste accounts




hashcat

advanced

password
recovery

666, 25%

Jelszavak feltorese

brute force

Futasi idé Alapértelmezett maszk mp 0 mp 0 mp 23 mp 18 perc 35 mp 12 6ra 41 perc
Teljes ASCII névtér mp 3 mp 2 perc 14 mp 3 6ra 39 perc Vérhantaépan L Nem kezdtik el
Sajat maszk 1 mp 2 mp 5 mp 2 perc 34 mp 1 6ra 54 perc 3 nap 5 o6ra
Sajat maszk 2 mp 0 mp 19 mp 5 perc 40 mp 4 o6ra 8 perc Kb 1 hét lenne
Sajat maszk 3 mp 1 mp 19 mp 3 perc 13 mp 2 Ora 18 perc 3 nap 21 o6ra

Kombindcidk szama 2,40E+07 1,68E+09 1,18E+11 1,02E+12 4,18E+13
470, 21%
Futdsi 1dé 0 masodperc 2 masodperc 1 perc 6 mp 10 perc 55 mp 7 ora 24 perc
Taldlatok széama 2 11 21 22 414

Mérések megvalositasa: Vertike Laszlo, Eszterhazy Karoly Egyetem
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Orszag vagy regio s

Titkositas Nagyobb kulccsal biztonsagos marad. Paraméterek Egyik som Sitassal (1:2.840.113549.1.1 1y,

Lenyomatképzés Hosszabb kimenet szlikséges.

Digitalis alairas, kulcs egyeztetés Nem biztonsagos. —— s e mearna

Digitalis alairas, kulcscsere Nem biztonsagos. S\

Digitalis alairas, kulcscsere Nem biztonsagos.

https://www.technologyreview.com/
2019/05/30/65724/how-a-quantum-computer-could-
break-2048-bit-rsa-encryption-in-8-hours/
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Régili algoritmusok kicserélése.
A rendszereinknek cserelhetd algoritmusokat

kell alkalmazniuk. Post-Quantum Cryptography roc
® Az MD5 példaja. f v
Jelenleg 1s folyik a quantum-safe % PROJECT LINKS

Overview

algoritmusok fejlesztése. FO4

A nyilvanos kulcsu titkositas helyettesitése. oo

A digitalis alalras helyettesitése. Publications
® A NIST palyazata.

Presentations

Round 2 Submissions

Official comments on the Second Round Candidate Algorithms should be submitted using the "Submit Comment" link for the appropriate algorithm.
Comments from the pgc-forum Google group subscribers will also be forwarded to the pge-forum Google group list. We will periodically post and update

the comments received to the appropriate algorithm,
All relevant comments will be posted in their entirety and should not include Pll information in the body of the email message.

Please refrain from using OFFICIAL COMMENT to ask administrative questions, which should be sent to pgc-comments@nist.gov

By selecting the "Website" links, you will be leaving NIST.gov. We hove provided links to submitter web sites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web
sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these
sites. Further, NIST does not endorse any commerciol products that may be mentioned on these sites,

History of Round 2 Updates

Public-key Encryption and Key-establishment Algorithms

orithm orithm Information Submitters Comments

ith Algorith fi i bmi

BIKE Zip File (TTMB] Nicolas Aragon Submit Comment
IP Statements Paulo Barreto View Comments
GhEE 5lim Bettaieb

| ‘Menid megielanitése shhez;  hitpsilesro.nist.gov/Projecls/ooit-guantum-cryptography/presentations® Loic Bidoux
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CECPQ2

From Wikipedia, the free encyclopedia

In cryptography, Combined Elliptic-Curve and Post-Quantum 2 (CECPQ2) is a quantum secure modification to Transport Layer Security
(TLS) 1.3 developed by Google. It is intended to be used experimentally, to help evaluate the perfermance of post quantum key-exchange
algorithms on actual users' devices.['!

Details [ edi

Similarly to its predecessor CECPQ1, CECPQ2 aims to provide confidentiality against an attacker with a large scale quantum computer. It is
essentially a plugin for the TLS key-agreement part. CECPQ2 combines two key exchange mechanisms: the classical X25519 and HRSS
(Hulsing, Rijneveld, Schanck, and Schwabe) scheme (an instantiation of the NTRU lattice based key exchange primitive).['! Additionally, Kris
Kwiatkowski has implemented and deployed an alternative version of posi-quantum key exchange algorithm, titted CECPQZ2b. Similarly to
CECPQ2, this is also a hybrid post-quantum key exchange scheme, that is based on supersingular isogeny key exchange (SIKE) instead of
HRSS. 12

CECPQ2 uses 32 bytes of shared secret material derived from the classical X25519 mechanism, and 32 bytes of shared secret material
derived from the quantum-secure HRSS mechanism. The resulting bytes are concatenated and used as secret key. Concatenation is meant to
assure that the protocol provides at least the same security level as widely used X25519, should HRSS be found insecure.

The algorithm was to be deployed on both the server side using Cloudflare's infrastructure, and the client side using Google Chrome Canany.®
Since both parties need to support the algorithm for it to be chosen, this experiment is available only to Chrome Canary users accessing
websites hosted by Cloudflare.

It was estimated that the experiment started mid-2019.1% It was considered a step in a general program at Cloudflare to transition to post-
quantum safe cryptographic primitives.'!

See also [edit]

= Elliptic-curve Diffie—Hellman

References [edi]

Google Is working on safeguarding Chrome
against the potential threat of quantum
computers, the company announced today. It's
doing so by implementing_post-quantum
cryptography in an experimental version of the
browser. While there exist hardware defenses
against the vastly superior computing power of
guantum machines, Google is using a hew so-
called post-quantum key-exchange
algorithm. This software, is enabled in Chrome
Canary, a kind of

testing ground for new browser technology, on
only a small number of connections between the
browser and Google servers.


https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html
https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html
http://www.theverge.com/2014/11/18/7214483/quantum-networks-expand-across-three-continents
https://www.google.com/chrome/browser/canary.html
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