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A CLICO Europaban

& Poland: HQ Krakéw, Offices: Katowice,
Rzeszow, and Warsaw

¢ Bulgaria: Sofia

& Croatia: Zagreb

& Czech, Slovakia: Praha
& Hungary: Budapest

¢ Latvia: Riga

& Romania: Bucharest

& Serbia: Belgrade

& Slovenia: Ljubljana

& Strong presence in Baltics and Georgia
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Oveket bekotni: fejlédés és innovacio M
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SIEM (+UEBA NTA->NDR EPP->EDR Tetszbleges Marketing bullshit
+SOAR (=SOC?) + végponti + halézati kombinacidja az
telemetria telemetria eddigieknek




Innovacio?!1?!

A
i Ticketing
IT T T T T T T T T T T T T TS TS ST S SS s m - s s ms s - > JI ___________________________ ,
e Weomn e .
i i Hunting E :
! : S ERETTETELEEEET LR LEEPET s Hunti ! . Investigation &
! : ' Investigation & response unting : E response
Alert i : o
prioritization ! : P!
L High- 4 ||+ High- !
DASHB;OARDS R L DASHBOARDS quality | e qu.C(IJ”ty DASHBOARDS |
' REPORTS : 4 REPORTS alerts : alerts REPORTS 4 |
| A | ;o LA | b A | -
: : L : : AIML | Yunting! | 1| AIML | | |
i | i B il B ' : !
| i | E i i Investigation | ! ! E
..... : L ‘ : & response E b
e Lo | : :
e : | -—=
DATA LAKE (SIEM) DATA LAKE (EDR) DATA LAKE (NTA) DATA LAKE (cloud, IoT, etc.)
A A A A ! A 4 A . A A A A A A
Logs Alerts Threat Logs Context Threat Data Context Threat Data Context Threat
intel Data intel intel intel
Any source - highly filtered Single source - all data Variable sources - filtered Variable sources - all data

O  * e

Security Networking Management




A Gartner-féle haromszog

SIEM / UEBA

Network Endpoint
Traffic Detection &
Analysis Response
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A Gartner-féele XDR koncepcio

Extended Detection and Response Conceptual Architecture

Email/Web Firewall/

Data Lake
Data Correlation

Source: Gartner
ID: 466211 _C

Gartner
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DETECT
ATTACKERS

UBA-Powered SIEM
& Log Management

MANAGE SECURE
RISK APPS

Vulnerability RAPIDX) Cloud Application
Assessment Security

UNIFIED DATA
COLLECTION

AUTOMATE
ACTIONS

Security Orchestration
& Automation

LEVERAGE
EXPERTS

Managed &
Consulting Services
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Fidelis Elevate® ~idelis

Cybersecurity

Automate Detection, Hunting, Investigation and Response
One Platform. Multiple Use Cases and Categories.

Network Detection Insider Network Asset Profiling : Incident
™ Deception M MDR
& Response Threats EORRERE & Classification > Response

Fidelis Elevate — ADR — Automated Detection and Response :

* Integrated platform for cyber incidents prevention, detection and investigation
* Security experts’ instrument for deep visibility on network and endpoints FIDELIS
* Unified User Interface for 3 fully integrated modules : -

yIEe ELEVATE

* Fidelis Network — detection and prevention in network
* Fidelis Endpoint — EDR + EPP — complete endpoints detection (DLP soon)
* Fidelis Deception — intelligent decoys — proactive detection
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Palo Alto Networks Cortex XDR 7™

N

Prevent Everything you can't Automate response
everything prevent, detect and and get smarter with
you can investigate fast each incident

(O CORTEX XDR (O CORTEX XDR (0 CORTEX XSOAR
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%# paloalto’
Cortex XDR 3.0 - Deeper Detection, Broader Investigation, Faster Response

Deeper Analytics
Detections

(©

Sy

Broader
Investigation Scope

Faster
Response

-

XDR for Identity Third-Party Forensics New Incident
cloud Analytics Data Engine Module Management Ul
Cloud Detection & Detect compromised Expanded third-party data Toolkit used by Unit 42 MITRE ATT&CK mapping
Response for the SOC users, entities, machines for virtually any source Elite Incident Responders of evidence and artifacts

Analytics Detections for Data integration

3rd party correlations Deploy & collect data prior
cloud specific threats with HR systems

Inbox-style previews
to enrich XDR detections to or after compromise

and contextual views
Prismna Cloud + XDR for

Risk scoring for users plus Ad-hoc search with XQL Integrated into Cortex SOC manager dashboard
cloud = Most Complete 360° user views (eXtended Query XDR Agent
Cloud Security Language)
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info@clico.hu
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