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A jó, a rossz és az unknown



Top initial access vectors
According to Talos Incident Response data

Exploits in public-facing applications and compromised credentials/valid 

accounts accounted for half of initial access vectors in 2023.

Phishing rounds out the top 3 of known initial access vectors.

Note: Initial access vector is often hard to determine due to a variety of reasons 4 including insufficient logging or 

lack of visibility into the affected environment 4 resulting in <unknown= being highly represented.



State-sponsored

" Data and espionage

" Havoc and chaos

" Supply chain attacks

" Partner abuse

Cyber crime

" Financially motivated

" Phishing

" Big-game hunting

" Social engineering

Different 

motivations

Goals may be different, 
but methodologies are similar 
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" 1.7 millió ransomware támadást 
indítanak naponta (ez 19 
másodpercenként egy)

" 2022 elsQ fele: közel 236.7 millió 
ransomware támadás

" ElQrejelzés 2031-re: $265 milliárd 
költség évente

A vált$ágdíj az új drog

BORIN
G!
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Cyber Corleone
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Kibertámadás Zrt.
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Kibertámadás Zrt. - Conti group

" Képzési lehetQségek

" Jutalék a tárgyaló kollégáknak 
a befizetések után

" Teljesítményértékelések

" Ajánló program

" Hónap dolgozója díj

"  Meglepetés a pozícióban



Proliferation of Data Leak Sites
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Taktikák, technikák… és trükkök



Commodity Malware Lifecycle

Malware Author

Malware

Miscreants

Email Web Exploitation

Victims

Command &

Control Server (C2)
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Sziszüphosz szignatúrákat írna 

" 1992 

        1263 (534 + 729 ) vírus SZUMMA

" 2022

1.4 M új malware minta naponta





Native 

Functionality

" How is it abused by attackers?

" Common Examples

3 PowerShell

3 WinRM/PS Remoting

3 VBScript

3 JScript

3 WMI
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Supply chain, cyberweapons, etc. 

" XZ-UTILS, CVSS: 10/10

" Linux, SSH backdoor, CVE-2024-3094, opensource 
project

" https://cert.europa.eu/publications/security-
advisories/2024-032/

https://cert.europa.eu/publications/security-advisories/2024-032/
https://cert.europa.eu/publications/security-advisories/2024-032/
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NIS2

Essential and important entities should 
adopt a wide range of basic cyber 
hygiene practices, such as 

" zero-trust principles, 

" software updates, 

" device configuration, 

" network segmentation, 

" identity and access management  

" user awareness

" …



Zero trust
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The Foundations of Zero Trust in Your Workplace

Visibility

Grant the right level of 
network access to users 

across domains 

Segmentation

Shrink zones of trust and 
grant access based on 

least privilege

Containment

Automate containment of 
infected endpoints and 

revoke network access
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Your Infrastructure

SIEM/SOAROthers

3rd party tools Intelligence

Cisco

ApplicationsCloud

Network Endpoint

Your SOC

CISO
SecOps 

Analyst 

Incident 

responder

Clear 

prioritization 

Streamlined  

investigations

Automation and 

response guidance

Open and 

extensible 

Built on the Cisco security platform

Email

Identity

XDR
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Bruce Schneier

If you think technology can solve your 

security problems, then you don't 

understand the problems and you don't 

understand the technology.
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The bridge to possible


