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Top Initial access vectors

According to Talos Incident Response data

Exploits in public-facing applications and compromised credentials/valid
accounts accounted for half of initial access vectors in 2023.

Phishing rounds out the top 3 of known initial access vectors.

28°% 23%

Exploit vulnerability in Compromised credentials Drive-by
public-facing application Unknown on valid accounts Phishing compromise

CISCO
Note: Initial access vector is often hard to determine due to a variety of reasons — including insufficient logging or

lack of visibility into the affected environment — resulting in “unknown” being highly represented.



Goals may be different,
but methodologies are similar

. ,9

: Different
Cyber crime Byl State-sponsored
Financially motivated « Data and espionage
Phishing « Havoc and chaos
Big-game hunting * Supply chain attacks

« Social engineering » Partner abuse
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1.7 millié ransomware tamadast
inditanak naponta (ez 19
masodpercenként egv)

2022 els) fele: koze '_o.7 millio
ransomware tamadas

El6rejelzés 2031-re: S265 milliard
koltség évente
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Angler Revenue

The average life of an Angler server is one day - in that day we found ~9,000 unique IP
addresses with around 3600 compromised users. The average amount per user that pays
the ransom is $300, leading to an annual revenue of more than $34 Million.

9,000

observed served exploits in a single
day

62%

of Angler infections delivered
Ransomware
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Figure 8: Conti’s organization chart concluded from the leaks
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Proliferation of Data Leak Sites

Happy Blog

Leaked data from our victims. S CLOPA_" LEAKS Darkside

Sekhmet Leaks. : =
_~ More then 200 GB sensitive data
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RANSOMWARE

Avaddon team collects and analyzes information about our

clients and their companies. We specialize in customer privacy

% data, financial information, databases, credit card information
and more

RAG“AR I.O<K Now we would like to talk about the cost of non-collaboration
i and self-service data recovery.

Encrypted files are not the main problem, Companies cannot

understand the risk of information leakage, especially private
WALL OF SHAME information.

wnies who would like to keep in secret the info Such leaks of information lead to losses for the company, fines
ir customer 5 10 eVE or risk than a and lawsuits. And don't forget that information can fall into the

hands of competitors!
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MITRE | ATT&CK'

ATT&CK Matrix for Enterprise

layout: side ~ show sub-techniques  hide sub-techniques
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Commodity Malware Lifecycle

Command &
Control Server (C2)

Email Web Epr0|tat|on

Victims

Cisco Security Research
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« 1992 « 2022
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\ DOUBLE-EDC

THE THREAT OF DUAL-USE TOOLS




e How is it abused by attackers?

“_rre e Common Examples
\'. B LCOER I E
. . — WinRM/PS Remoting
Native — VBScript
— JScript

Functionality ~ wmi



Supply chain, cyberweapons, etc.

XZ-UTILS, CVSS: 10/10

Linux, SSH backdoor, CVE-2024-3094, opensource
project

https://cert.europa.eu/publications/security-
advisories/2024-032/
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https://cert.europa.eu/publications/security-advisories/2024-032/
https://cert.europa.eu/publications/security-advisories/2024-032/

NIS2

Essential and important entities should
adopt a wide range of basic cyber
hygiene practices, such as

zero-trust principles,

software updates,

device configuration,

" D » ’ network segmentation,

identity and access management

user awareness
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The Foundations of Zero Trust in Your \Workplace

Visibility Segmentation Containment

Grant the right level of Shrink zones of trust and Automate containment of
network access to users grant access based on infected endpoints and
across domains least privilege revoke network access
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Interview with
a LockBit
]
ransomware
operator

By Azim Khodjibaev,
Dmytro Korzhevin and Kendall McKay
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f you think technology can solve your
security problems, then you don't
understand the problems and you don't
understand the technology.

Bruce Schneier
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